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If you can’t measure it,
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o EMZE{A net device ops

. SEMF ethtool B—REIRIE iy

« M NICEEX MAC #bilk
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static const struct net_device_ops igb_netdev_ops = {

.ndo_open = igb_open,
.ndo_stop = 1igb_close,
.ndo_start_xmit = igb_xmit_frame,
.ndo_get_stats64 = igb_get_stats64,

.ndo_set_rx_mode
.ndo_set_mac_address
.ndo_change_mtu

igb_set_rx_mode,
igb_set_mac,
igb_change_mtu,

.ndo_do_ioctl igb_ioctl,
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$ sudo ethtool -S etho
NIC statistics:

ethtool -S rx_packets: 597028087

sysfs

tx_packets: 5924278060
rx_bytes: 112643393747
tx_bytes: 990080156714
rx_broadcast: 96
tx_broadcast: 116
rx_multicast: 20294528

* /proc/net/dev

Open Talk

$ cat /sys/class/net/eth@/statistics/rx_dropped

2
$ cat /proc/net/dev
Inter-| Receive | Transmit
face |bytes packets errs drop fifo frame compressed multicast|bytes packets
eth@: 110346752214 597737500 0 2 ] 0 0 20963860 990024805
lo: 428349463836 1579868535 0 0 0 0 0 0 42834946
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eth3 Link encap:Ethernet HWaddr 70:E2:84:0F:1E:CA
UP BROADCAST RUNNING SLAVE M : :1500 Metric:1
RX packets:31204251478 errors: 307999764 dropped:@ overruns:@ frame:307999764
TX packets:56397738064 errors:® dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:1000
RX bytes:23243177916252 (21.1 TiB) TX bytes:70755997153911 (64.3 TiB)

el in.errors/ face=ath3 | g, |

15K

VO

! ;¢J¢ﬂ/\/\JMJw\ﬂ\

6,000 25 LA -
1000 12:00 100 18:00 18:00 20:00 22-00 0000 02:00 D00 D500 D8:00 W00

last min avg e
G000 0.000 0.000 0.000
0.000 0.000 0.000 0.000
0160 0.000 2. 514K 12.173K
0.000 0.000 0.000 0.000
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WEHR{FE RS HE $ sudo ethtool -1 etho
Channel parameters for eth@:
EEUNAIES Pre-set maximums:
RX: 0
& L. 0
ifE B BB K/ e
Combined: 8
E AT E Current hardware settings:
RX: 0
BERETR ™: 0
Other: 0
Combined: 4

ntuple filtering &= %l 45 & 2448 i £ #5 £ BAZ1
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- linux network subsystem
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linux network subsystem

softirq . | NETDEV

I fox15
initialization -
receiving

processing
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The Linux structure
N E B £S5

* NZ%FZE ksoftirqd
« 32 /proc/softirgs
softirg/

interrupt tasklet
CTX

process CTX

1 process CTX

work-
fueue

ydniaqun |

H/ W
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static struct smp_hotplug_thread softirq_threads = {

wstaore = &ksoftirqd,
.thread_should_run = ksoftirqd_should_run,
.thread_fn = run_ksoftirqd,

. thread_comm
ks

"ksoftirqd/su",

static __init int spawn_ksoftirqd(void)
{

register_cpu_notifier(&cpu_nfb);
BUG_ON(smpboot_register_percpu_thread(&softirqg_threads));
return 0;

}

early_initcall(spawn_ksoftirqd);

https://github.com/torvalds/linux/blob/master/kernel/softirq.c
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$ cat /proc/softirgs

HI:

TIMER:
NET_TX:
NET_RX:
BLOCK:
BLOCK_IOPOLL:
TASKLET:
SCHED ¢
HRTIMER:

RCU:

CPUO

0
2831512516
15774435
1671622615
1800253852
0

25
2642378225
2547911
2056528783

BT
H}

CPU1 CPU2 CPU3

0 0 0
1337085411 1103326083 1423923272
779806 733217 749512
1257853535 2088429526 2674732223
1466177 1791366 634534

0 0 0

0 0 0
1711756029 629040543 682215771

2046898 1558136 1521176
4231862865 3545088730 844379888
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net dev init

1. softnet data per CPU 2. softirq handler
* NAPI structures static int __init net_dev_init(void)
{
/% wes ¥/

* backlog queue
open_softirq(NET_TX_SOFTIRQ, net_tx_action);
open_softirq(NET_RX_SOFTIRQ, net_rx_action);
* processing weight
(R e+

}
* RPS configs
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’ RAM (ring bukter)
k¢

o.bl\f!"\' e NIC- J
I, Rectived by [ (
D' 7 fZDMA —> _E:l rq,dt.ek
® interrupt handler |
TRQ » reied ——
3. 16 (A
% Driver

® wakeup NAPI
Y. ROH? j—K& hmuev“

(pu } C;\Ysek A
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static irqreturn_t igb_msix_ring(int irq, void *data)
{

struct igb_q_vector *q_vector = data;

/* Write the ITR value calculated from the previous interrupt. x/
igb_write_itr(qg_vector);

napi_schedule(&qg_vector->napi);

return IRQ_HANDLED;

1. EEGFH1F=8 2. H5E NAPI QMBEER
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/* Called with irq disabled x/
static inline void napi_schedule(struct softnet_data *sd,
struct napi_struct *napi)

list_add_tail(&napi=->poll_list, &sd=->poll_list);
__raise_softirq_irqoff(NET_RX_SOFTIRQ);
¥

1. 7EM callback Z/ZHI CPU B poll list
2. fii X NET RX SOFTIRQ Kol
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$ cat /proc/interrupts
CPUO CPU1 CPU2 CPU3
0: 46 0 0 @ IR-I0-APIC-edge timer
1: 3 0 0 @ IR-IO-APIC-edge i8042
30: 3361234770 0 0 @ IR-IO-APIC-fasteoi aacraid
64: 0 0 0 ® DMAR_MSI-edge dmare
65 1 0 0 @ IR-PCI-MSI-edge etho
66: 863649703 0 0 ® IR-PCI-MSI-edge eth@-TxRx-0
67: 986285573 0 0 @ IR-PCI-MSI-edge eth0-TxRx-1
68: 45 0 0 @ IR-PCI-MSI-edge eth@-TxRx-2
69: 394 0 0 @ IR-PCI-MSI-edge eth@-TxRx-3
NMI: 9729927 4008190 3068645 3375402 Non-maskable interrupts

LOC: 2913290785 1585321306 1495872829 1803524526 Local timer interrupts

XA NAPI Ml EHINFRE, XENHFEHAE
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« rx-usecs: FIFEMEIXGF,

RIERARRIERS, RESEIHEASI

FERZ K ETEPIIES, RAUMY

e rx-frames: fi& PRrEIFR REIEM AR K 1EL

e rx-usecs-irq: MIEEPLIEBIEEHRT, JRIPEEIRSZ A XX CPU

e rx-frames-irq: YNERABTC

VT IEEIRIT, REMRBZS DN EIREM
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$ sudo bash -c 'echo 1 > /proc/irq/8/smp_affinity"

- /proc/interrupts

irgbalance (http://irgbalance.github.io/irgbalance/)

- https://github.com/Irgbalance/irgbalance/blob/master/activate.c
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* budget & time limit

* poll weight
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while (!list_empty(&sd->poll_1list)) {
struct napi_struct *n;

int work, weight; E;k BE%U

/x If softirq window is exhausted then punt.
* Allow this to run for 2 jiffies since which will allow
* an average latency of 1.5/HZ.
*/
if (unlikely(budget <= @ || time_after_eq(jiffies, time_limit))) work = 0;
gotassartnet hreak; if (test_bit(NAPI_STATE_SCHED, &n->state)) {

work = n->poll(n, weight);

%%g{dSBEifEu trace_napi_poll(n);

weight = n->weight;

WARN_ON_ONCE (work > weight);

budget == work;
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softnet_break:
sd=>time_squeeze++;
__raise_softirq_irqoff(NET_RX_SOFTIRQ);
goto out;

time_squeeze: #%B9RTEIREL
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poll 7&IR

1. D BECFTEY buffer IIAZE| ring buffer (3EFWPBAFI - RX queue)

2. NI AGI BN E— buffer, NIAZ skb ZE/{K

3. 8 E1%Z buffer 242 End of Packet, NIRAZMNIERLEENT—" buffer iIE/INZE skb

4. REBENHIEMNMEHNLTEETE

5. EMAIHE: EAIENFTHE (skb->1en)

6. 1R & skb AR IeF&E, R, NEE, hNEF, XEEHB2EGFRMEN,; NEREH
RETREMEW, XBESEHINANAITEIE csum error, HRERLE FEMMNALIE; MY
FERBII— 1 BEIMEAYRE eth type trans HELIE, HRE7EFE skb EHEKE

7. ¥IEEEERY skb £131K181d napi _gro receive [Nk L EEIE

8. EMAIHEUE: EXENEHE
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$ cat /proc/net/softnet_stat

6dcad223 00000000
610el565 00000000
660774ec 00000000
61c99331 00000000
6794b1b3 00000000
6488cb92 00000000

00000001
00000002
00000003
00000000
00000005
00000001

*B—1TXMN— CPU

00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000

*HUEZIE

00000000
00000000
00000000
00000000
00000000
00000000

H)}

295)

2,

00000000
00000000
00000000
00000000
00000000
00000000

HHEINE

00000000
00000000
00000000
00000000
00000000
00000000

=

00000000
00000000
00000000
00000000
00000000
00000000
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seq_printf(seq,
"%08Xx %08X %08X %08Xx %08X %08x %08Xx %08x %08X %08x %08x\n",
sd=>processed, sd=>dropped, sd=->time_squeeze, 0,
@, 0, 0, 0, /* was fastroute x/
sd->cpu_collision, sd-=>received_rps, flow_limit_count);

* sd->processed LENEHE (2K bond B OJEEZ FELREINEHE)
* sd->dropped EZEHE, AALENIHT

* sd->time squeeze P RTALIE net rx_action #IBITHTAYIREN

* sd->cpu_collision AXFIENIRBUSEPUTER, ki cpu @8 A XEIE

* sd->received_rps =B CPU X IREZHYREN (BITLLIRZRIE P H#T)

* sd->flow limit count ffK flow limit BJR¥
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cpud ZIOFHEMHRERIE, RARLIENZLGE

pid = os.getpid()
affinity.set_process_affinity_mask(pid, 16L)

B

= B
start =

time.time()

for idx in xrange(10000000):
res = res + 1dx

end = time.time()
print "time: %f' % (end - start)
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® GRO
® RSS / RPS

® RFS / aRFS

® /MY E: IP -> UDP / TCP
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® NIC
® divice driver

® linux network subsyetem If you can’t measure it,

ou can't improve it.
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