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+  ByteBufferPool e .
* |oBufferPool

o 2.#iE<Host,Protocol> T 5.ConnectionClose
CtxBuffer i

bpool[] {sync.Pool,ctx}
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Connect

Intelligently control the flow of
traffic and API calls between
services, conduct a range of
tests, and upgrade gradually
with red/black deployments.

Secure

Automatically secure your
services through managed
authentication, authorization,
and encryption of
communication between
services.

Connect, secure, control, and observe
services.

Control

Apply policies and ensure that
they're enforced, and that
resources are fairly distributed
among consumers.

Observe

See what's happening with rich
automatic tracing, monitoring,

and logging of all your services.
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ISTIO/ BLOG/ 2020 POSTS / USING MOSN WITH ISTIE.

ALTERNATIVE DATA PLANE

Using MOSN with
Istio: an
alternative data
plane

A Cloud Native Proxy for Edge or

Service Mesh

BY WANG FAKANG (MOSN.IO) | [&@ JULY 28, 2020 | (D 6 MINUTE
READ

Background
Architecture
Why use MOSN?
What is the difference between MOSN and Istio’'s
default proxy?
Differences in language stacks
Differentiation of core competence
What are the drawbacks of MOSN
MOSN with Istio

Istio FIELEA A —EFFE —— MOSN
Istio B AEENE

https: //istio. o/ latest/blog/2020,/mosn—proxy
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N

Type Feature Description Application scenarios Pb on the Istio priority izzue status

original_dst  Forward the request based on tlIn the Isfio transparent hijacking scenario, if no matching hitps://github com/envoyproxy/go-conirol- p0 htips:/github.com/mesn/mosn/issues/9d2 Done
il WRR weight round robin Load balancing according to machine weight hitps:github.com/envoyproxy/go-control 3f30/2020 hitps:/fgithub. com/masnimeosn/pull/1 151 Done

least req Choose the machine with the lo Load balancing accoerding to the number of machine requ hitps://github com/envoyproxy/go-control- p2 hitps:/igithub_com/mosn/mosn/issues/1054 Done

Maglev Consistent hash based on the i Keep the session hitps-/github_com/envoyproxy/go-control- p2 hitps:/github.com/mosnimosn/pulli1113 Done
Brotocal WebSocket  Implement Websocket protocol Websocket proxy forwarding p3

UDP/QUIC support UDPQUIC proxy forwards the UDP/QUIC request pd hitps:/igithub_com/mosn/mosniissues/1062 Wwip
D5 x0S adapter  Adapt to Pilot's xDS API Manage MOSHN by Isfio pl hitps:figithub comimosn/mosnitree/feature-istio ad Done

Fault Injection Injecting an delay or abort fault Simulate the application of exceplion scenarios, can injed hitps-//github_com/envoyproxy/go-control p0 hitps-/github_comimosn/mosn/pull 1063 Done

limit req limit request limiting protection hitps-/github.com/envoyproxy/go-centrol pi https.github. comimosnimesn/pull1111 Done

Passive health If the number of errors exceeds Passive health check, disable abnormal service hitps-igithub com/envoyproxy/go-control- pld -igithub.com/mosn/mosn/issues/1055 Done

Circuit Breaking Limits on the maximum number Services {o protect hitps:/igithub.com/envoyproxy/go-control- p1 -Ngithub.com/mosn/mosniissues/395 WIFP
SENVICE gOVEMance External Authot External Authonzation Request authentication based on external authenfication hitps:/github_com/envoyproxy/qo-control p2 hitps-ffgithub com/mosn/mosnfissues/1056

Traceing Service observability Service observability pl hitps-/igithub_com/mosn/mosniissues/1027 Done

Traffic mirror  fraffic mirror fraffic mirror hitps-/fistio.ioflatestizhidocstasks/irafficr p1

Enhance rewrit regex_ rewrite Rewrite the request's uri and host efc. hitps-/igithub com/envoyproxyigo-contral- pl hitps:ifgithub. com/mosnimosnfissues/1181 WIP

host_rewrite

listener filter  Opfimize the listener filter frame Support listener filter registration pi hitpsfgithub comimosn/mosn/pull/1014 Done
Framework extension Strict DNS clus Support STRICT_DNS type Clu Service discovery by DHNS hitps://github.com/envayproxy/go-contral- p1 https:iigithub. comimosnimosn/pulli1 148 Done

Logical DNS ch Dynamic resolve domain and us Forward proxy by domain hitps:/github. com/envoyproxy/go-contral- pl hips:/github. com/mesn/mosn/pulli1 005 Done

Lua Support Lua Support Lua hitps-figithub_com/envoyproxy/go-control- p2 TED
Programmable capability

Wasm Gl sy Support Wasm_ . P . LIRE;

......



HTF1ER Header BEH Istio VirtualService MOSN Router

Bookinfo Sample #kubectl get wvirtualservice reviews -oya I, Sa el . Sy S — SRS
: E ! : : : name reviews .default.svc.cluster.local:86",
apiVersion: networking.istio.io/vlalpha3 "domains" : [
The C WofE kind: VirtualService "reviews .default.svc.cluster.local",
e Lomeay of £rrors netadata: "reviews .default.svc.cluster.local: 86"
Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. Itis his shortest and one of his most farcical comedies, with a major part of the humour coming from v _ 3 #
slapstick and mistaken identity, in addition to puns and word play. annotations: "routers”:[
Book Details Book Reviews kubectl.kubernetes.io/last-applied-confi {
oo N ‘ , {"apiVersion":"networking.istio.io/vla ot
oeperback An extremely entertaining play by Shakespeare. The slapstick humour is e £ i "h s s h" - "h d W, n prefi
s reffeshing! :["reviews"], "http":[{"match”: [{"headers":{ "headers
2 :{"host":"reviews", "subset":"v3"}}1}1}} {
Publisher: T = _ . wo,mn 5 s _
Publrerh creationTimestamp: "2020-03-10T08:34:57Z" “name”:"end-user”,
Language: eneratlon . 6 value” :"jason
English g 5
1SBN-10: Absolutely fun and entertaining. The play lacks thematic depth when name: reviews
1234567890 d to other plays by Shaki 1
‘SBN?“: compared to other plays by Shakespeare namespace: default } s
1231234567890 i C i " route” :
1. 8.8 8 8 resou rceVerSJ.c_nn ) 1053451 . : . "cluster_name" :"outbound |88 |v2]|reviews
selflLink: /apis/networking.istio.io/vlalph imeout™:"0s",
uid: 05e2elca-62aa-1llea-93b9-00163e09%e68e “retry_policy":{
N "retry_on":true,
sSpec: "retry_timeout":"0s",
Bookinfo Sample hosts: iU roiitasTin
- reviews
http:
The Comedy of Errors - match -
mmary: The Comedy of Errors is one of William Shakespeare's eary plays. Itis his shortest and one of his most farcical comedies, with a major part of the humour coming from - : "o, e W
slapstick and mistaken identity, in addition to puns and word play. h eade rs: mat E h B 5 { o e
end-user: prefix":"/
Book Details Book Reviews .
- exact: jason *route™ : {
osperback An extremely entertaining play by Shakespeare. The slapstick humour is route: "cluster_name" :"outbound|80|v3|reviews
Pages: refreshing! - destination: imeogut":"0s",
20 . & "retry_policy":{
;uglisheg Pl it host: reviews "retry_on":true,
L::gst;eg;e subset: v2 “retry_timeout”:"0s",
Ergish route: "num_retries”:2
1SBN-10: Absolutely fun and entertaining. The play lacks thematic depth when _ - - .
12581800 compared to other plays by Shakespeare. destination ;
ISBNH1: host: reviews
1231234567890

subset: v3
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Istio B BookInfo =4 &

* % version FRHEARES] 5
- IRIRINERKHEE |
o« IZIB4EE header BEHIRES @ python \ )|
« PEFANBES iy i
¢ HE%@%E?F I%\E Requests Reviews-v?
- EIRANTFRET] Product
- EBEERALS page A
etc Ingress Gateway .

| eokkok |

EREEE (MOSN with Istio) Ruby

https: //www .katacoda.com,/mosn,/ courses,/scenarios,/mosn—with—istio
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pub/sub, BAREHH m[m E N : ; T :
 MOSN % #F dubbo 7 Istio NHYEE ‘eecccteccncdacana .
&5 T—— !
% » Hz N Iﬁ] {OPERATOR & conﬂgug watch | opéom }
registry API | registry API |
1 sub 1 s
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APP APP
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« MOSN X FF Istio BYTI8E
- MOSN B4R proxyv2 8. B0
DU EZHNE] istio—ecosystem
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howardjolhn commented on May 13 Member | ==

So my umderstandsng is the main asks here are

= Include MOSM into the prowgyw2 image
= Recommend MO5N in cur offidal docs

Meither of these are require for istio to simply support/fwork with MOSN, which it does today as faras |
can tefl. Rather thiz is more about making things "offical™.

Mty 2c i=s that we should continus to make istio flexible enouwgh to support projects like MOSN, by
allowing options fike configuring the proxy image for example, but | don't think we are ready to
officiallly endorse another image. MOSN can easily build another procgy image with MOSH added {and
Enveory remioved. if desired, to reduce the image size), and could Bkely be added 1o

e/ fgithub.comyistio-ecosystem if desirad.

Adding the binary to the official proegvZ image is not a good idea in my opinion. The majority of users
will lilkely continue 1o use Ermvoy, so we are penalizing them with a larger binary [and attack surface) for
no added benefit.

In order tz be on par with Envoy. we would need:

= Full ta=sting coverage of BOSMN on par with Emoy

= Similar secuwrity poficies. with regards to embargos, disdiosures, etc

= Familiarity with Istic maintainers of MO5H

= A group of |stio maintainers dedicated 1o support updates, patches, security releases, etc

Most imporantly, we would need agresment that this i worth the cost on the project. Adding a new
proxy means we nesd to double all of cur testing efforts, we nead to doulbds (iF ot more) the amount
of security r2leases we ne=d to handle, development efforts may be slowed, etc. Therz is 3 huge cost
here - we can hardly keep up with just supporting Emeoy.

MOSEMN is pretty cool and its great to see another prowxy working with Istio, but | simply do not see how
we can feasibly support this. | would lowe to se2 it progress in haps=y/github.comyistic-ecosystem or
https;ffgithub.comymosnymaosn

e

Istio could supports multiple data planes? such as MOSN
#23753

[OLx =28 wangfakang opened this issue on May 12 - 24 comments

. wangfakang commentad on May 12 « edited by rootzongjc - Contributee | s+ Assiness
. Mo o asigred
hellg all fjohn @seflerZ @ nghu @linsun
Thank's Istio members for their graat work on istio. Inthe field of Sandcs Mash, Istic has become a Labels

standard control plane. 5o, MOSM Istio WG also hopes that MOSN can be one of the standard data
planes in the |stio. Currently. MOSN supports xD5, And tested pass all the sample of bookinfo in
isTim1.5.2

MOSN with Istio Melestane

we could study Reguast Rosting, Teafflc Shifting, Faelt Injection., Hequest Tisecwts wia MOSN

with Istic tutorial.

Linked pull requeses

Surcessully menging a pull reguest may
dlose this Esue.

MOSN Introduction

Mane yet
MOSM is a metwork prowy writtan in Golang. It can be used as & doud-native network data plane,

providing senvices with the following prowy functions: multi-protoca], modular, intsligent, and secure. 18 partic

MCEM can be integrated with any Service Mesh which support xD5 APL It can also be used as an v ~
independent Layer 4 or Layer 7 load balancer, APl Gateway. cdoud-native Ingress, st .m'.&..
Github: https://githulb.com/masn/miosn .* . u i ” .H.
Wehbsite: http=//maosnio ° . -] u

& | |

MOSN XA Istio B Sidecar

* MOSN X#F Istio BYIIRE
o HN Istio B HEERY Sidecar
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ﬁéwmm%DMoEﬁMﬁ‘m,WBNﬁEE%#— 5 Istio FEEEMERNEE (tbmMiXE. E54
BE) | XFHL Istio SBERASGEMFE=HEIE™E. Bl MOSN XAA R EFERERR Istio A,

Make proxyv2 |mage bU|Id|ng operatlons universal +
istio-testing 8 int f eric-sidecar [ [7) 4 days ago

MOSN with Istio J&EECZAY Roadmap FFFTIE40TEIN.

¢ I Istio MTRITETIMIBTERR, 18 Issue e
° ?EKJ] |St | O E/] m[_ll_t*[ %D *ﬁ?&ﬁﬁq:%l% *H 9é | Ssue I don't get the purpose of this now - we have replaced envoy with SIDECAR but the behavior I'd identical?

@howardjohn Now the build script for the proxyva image has some logic hardcoded, So this PR is designed to make it easy for
istio's user to quickly integrate other data planes (default use Envoy) into Istio via some istio's environment variables.

2020 F£7H 145 Istio TOC (lIstio IHARZRE) i@ @Shriram
Rajcgopolon BHTEE “WREF Istio PRISZEIEMATTR, © O
EBRIEIE MOSN AR BZ HRIETFEMAL sto  © 0w oo
MEABESR, AEAFKRA :

a rshriram commented 15 hours ago Member () ---

This is really cool! How compatible is this proxy with the existing XDS implementation in envoy? If you replace the istio-proxy with
mosn, how many tests pass / fail? This might be a good test of compatibility.

Even If we dont immediately have mosn as an alternative to the envoy proxy, in our distribution, you can start by creating
documentation for this (assuming there is a sufficient coverage of features that people can start testing). | dont know where to fit
this in our docs (whether it is a blog or a task on "experimental third party data planes” ) [ cc @frankbu ] but we can figure it out.

nit: rather than having the data plane as one separate container, why dont you compile everything into one single binary (istiod,
mosn, istio-agent) such that you can deploy the same container everywhere (istiod xds, i1stiod proxy)?
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About the definition of general rate-limit rule API. #27

wangfakang opened this issue on Apr 22 - 2 comments

UDPA FSETHIE

° BE JZS PI‘O'[O | am investigating UDPA of the rate-limit related rules recently, and found a related discussion here,
AL I hope it could be discussed in UDPA WG, @lizan @htuch @mattkleini23

> BRI key FUEX ts
> W ELEIRT o
> FRIREHY Action FHFR

. wangfakang commented on Apr 22 - edited - A

ﬂ htuch commented on May 12 Collabarator =+«

@wangfakang | think this is a good topic to cover, I'll work on scheduling a UDPA-WG meeting in the
near future and we can include this.

Design Ideas
Extend the VirtualService API to provide meta routing configuration support:

2 + protocol: # (Required): string (or enum) of supported protocols
> E R >
multiple match blocks have OR semantics

« JBAHAY Router Proto
list of attribute based matcher(s) and destinations
> E%EE%{L-FEI\] ﬂ_?}:_%'lﬁigi name: # (Optional): name of the match block

> :I\JEIIBE I HTTP /i\ router: # (Optiomal): 1list of attributes based routes for a protocol
all match conditioms within a block hawve AND semantics
match: # (Required): attribute match conditions

R

attributes:
- key:
value: # One of the following
StringMatch: # exact, prefix, regex (Existing Spec for StringMatch)
set: # Any of the values in the set are considered a match
= StringMatch
map:
- ¢string, StriﬂEHatch)

route:
- RouteDestination: # (Required) Existing RouteDestination spec

Open Talk
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ISTIO / BLOG/ 2020 POSTS

©=72020 Posts

Blog posts for 2020.

Using MOSN with Istio: an
alternative data plane”

An alternative sidecar proxy for Istio. _

July 28, 2020

B, RIGFE DOBRO B sentinel
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Q&A

MOSN E X http://mosn.io
MOSN Github http://github.com/mosn/mosn
Service Mesh https://www.servicemesher.com

MOSN FHBERRES MRADF AR




