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Initialization Phase

Order of Lua Nginx Module Directives

init_by lua*

l

init_worker_by lua*

ssl_certificate_by lua*

Yes

Secure request? ]4
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Rewrite/Access Phase

set_by lua*

l

rewrite_by lua*

l

access_by lua*

Y

Request start

content_by lua*

Lua
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Content generated by ? ]

l Other directive

Content Phase

balancer_by lua*

header _filter_by lua* |«

l

body filter_by lua*

Log Phase
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log_by lua*
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location =/error {
content_by_lua_block {
return ngx.exit(500)

GET /error

<html>

<head><title>500 Internal Server Error</title></head>
<body bgcolor="white">

<center><h1>500 Internal Server Error</hl></center>
<hr><center>openresty</center>

</body>

</html>

o $Eifilerror B4 H N 2

location =/error {
content_by_lua_block {
ngx.status = 500
ngx.print("your awesome error page!")
return ngx.exit(200)

GET /erro

your awesome error page!



location = /access_to_redis {
content_by_lua_block {
local redis = require "resty.redis"
local red = redis:new()

» (1f local res, err = red:hget("routes", "some_field")
. ﬁ redis if not err then

ngx.say(res)
end

location = /access_to_postgres {
content_by_lua_block {
local pgmoon = require "resty.pgmoon"
. local pg = pgmoon.new({
host = singletons.postgres.ip,

_ ﬁ‘ﬁ POStgres port = singletons.postgres.port,
database = singletons.postgres.database,
user = singletons.postgres.user,
socket_type = "nginx"

H)

pg:settimeout(1000)

local ok, err = pg:connect()

local id =1 -- or get id from url args

local res = assert(pg:query(string.format(
“select * from table where id = %s limit 1" ,
pg:escape_literal(id))))

ngx.say(res)
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header_hlter_by_lua_block {

ngx.header.content_length = nil

}

body_filter_by_lua_...
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local delay = 5
local handler
handler = function (premature)
do some routine job in Lua just like a cron job
if premature then
return
end
local ok, err

mpscoworkerad ()

ngx.timer.at(delay, handler) <<=== FBXP

end

local ok, err = ngx.timer.at(delay, handler)

if not ok then
ngx. log(ngx.ERR, "failed to create the timer: ", err)
return

end
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init_worker_by_ lua_block {
local handler = function()
local redis = require "resty.redis"
redc = redis:new(anyaddr)
redc:set('foo', 'bar')
end

ngx.timer.at(@, handler)



init 7 BLE A

C



S —" Ve e g T T b P BN A A e . Mt A LT, AN A

e S . ‘ - : —— oo, P P P O TSP tal ot e S eI
0w SRS PR R e NN A BT 7 - 3 -
e . — e e -
s e
SR B
5 e - -~ e e nam e
f S
e — —v—ann S e - — . A e S AP o P e e ot ———
~ - v At e e s v~ e v ~
¢ o:u-
s e i
———— P—— SN -
~— s —

return {
new = function{socket_type)
if socket_type == nil then
if ngx and ngx.get_phase() ~= "init"
socket_type = "nginx"
else
socket_type = "luasocket"
end
end
local socket
local _exp_@ = socket_type
if "nginx" == _exp_©® then
socket = ngx.socket.tcp()

elseif "luasocket" == _exp_@ then

socket = luasocket.tcp()
elseif "cqueues" == _exp_0@ then

socket = require("pgmoon.cqueues").CqueuesSocket()
else

socket = error{"unknown socket type: " .. tostring{socket_type))
end

return socket, socket_type
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http
{

server {

listen 443 ssl;
server_name www.foo.com;

ssl_certificate cert/foo.pem;
ssl_certificate_key cert/foo.key;

location / {
proxy_pass http://foo;

}

server {

listen 443 ssl;
server_name www.bar.com;

ssl_certificate cert/bar.pem;
ssl_certificate_key cert/bar.key;

location / {
proxy_pass http://bar;
s



server {
listen 443 ssl;

5 server_name test.com;

° "6“
ssl_certificate_by_lua # BARITIHSHMIES, BEATERngindil, ZERERERT ST
ssl_certificate placeholder.crt;
ssl_certificate_key placeholder.key;

ssl_certificate_by_lua_block {
local ssl = require "ngx.ssl"

AIEIE HAIAIES, NEEMTEEHER
{? > local ok, err = ssl.clear_certs()
unction:
if not ok then
ngx.log(ngx.ERR, "clear current cert err:", err)

ngx.ssl.parse_pem_cert return ngx.exit(500)

end

- )9 HBAMIFBE FHEEES PEM F X B O APEMIE
ngX.Ssl.Parse_pem_prlv_key x509 FBAANEPE BHER . PEM #] DER, XZ2SiHAPEMIEI
i%2EB1 Server Name Indication [&#; (SNI)
local sni = ssl.server_name()
XEENBIEE 2 ®E T cosocket M T —PMMEBIEEFENE B RS
R Asni R FE S| E Wl N ENEP HIR[E
local cert, err = get_pem_format_cert_by_server_name(sni)

- cert_of_x509 @— 1 cdatazEBIfIEE
local cert_of_x509, err = ssl.parse_pem_cert(cert)

local ok, err = ssl.set_cert(cert_of_x509)

if not ok then
ngx.log(ngx.ERR, "set cert failed, err:", err)
return ngx.exit(500)

end

. XETRERENMUOTE, BXRWFSE
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n E Server random

m Public key certificate

CloudFlare

Server sends server random and public key certificate

(also sent is a session ID for session resumption)

Visitor encrypts premaster secret with public key

On I |
e ﬁ Encrypted premaster secret 1
. :

CloudFlare decrypts the premaster
secret with the private key

the client random, server random, and premaster secret.
Now the visitor can request content from CloudFlare.

-
|
Both the visitor and CloudFlare create session keys from |
I m Session key
|
(also sent is a session ticket for session resumption) |




e session cookie

e session ticket

:

ssl_session_fetch_by xxx

ssl_session_store_by xxx




ss1_session_store_by_lua_block {
local ssl_sess = require "ngx.ssl.session"

local sess_id, err = ssl_sess.get_session_id()
if not sess_id then
ngx.log(ngx.ERR, "failed to get session ID: ", err)
just give up
return
end

local sess, err = ssl_sess.get_serialized_session()
if not sess then
ngx.log(ngx.ERR, "failed to get SSL session from the ",
"current connection: ", err)
just give up
return
end

BT EX M e gE{#Rcosocket, PTRAE] R EEMBI A X AMFAIt ime r. atiVISIE M E R SEHLES
local function save_it(premature, sess_id, sess)
local sess, err = my_save_ssl_session_by_id(sess_id, sess)
if not sess then
if err then
ngx.log(ngx.ERR, "failed to save the session by ID ",
seestid T e Uy are)
return ngx.exit(ngx.ERROR)
end

return
end
end

timer.at &
local ok, err = ngx.timer.at(®, save_it, sess_id, sess)
if not ok then
ngx.log(ngx.ERR, "failed to create a 0-delay timer: ", err)
return
end

!



ssl_session_fetch_by_lua_block {
local ssl_sess = require "ngx.ssl.session"

local sess_id, err = ssl_sess.get_session_id()
if not sess_id then

ngx.log(ngx.ERR, "failed to get session ID: ", err)
return

end

-— my_lookup_ssl_session_by_id() HAFEBEXRIsession FRENAZL,

-— X ssl_session_fetch_by MR, # Fﬂ—ﬂ*“f&i cosocket Y, PRTEAFEA]RTLA
local sess, err = my_lookup_ssl_session_by_id(sess_id)
if not sess then
if err then
ngx. log(ngx.ERR, "failed to look up the session by ID ",
sess_id, ": ", err)
return
end

-- RRRIEF, HiFR[E, EWWEZ3E, @1 RSA IR
return
end

-- $}FEF, EF primary key, TH¥)cpuFFis
local ok, err = ssl_sess.set_serialized_session(sess)
if not ok then
ngx.log(ngx.ERR, "failed to set SSL session for ID ", sess_id,
i tarr)
-- consider it as a cache miss...
return
end




DOgon:Desktop « 1§
Running 55 test
8 threods and connections
Threod Stats Stdev Max
Latency . 16ms 10.0Zms 108.59ms
Req/ Sec 334.73 255.148 650.99
Latency Distribution
S&% 51.65as
/5% S5.24ms
99% oL .03ms
99% 193.09ms
4999 requests I1n 5.10s. S5.75M8 read
Requests/sec 979.86
Transfer/sec 1.13M8

bogon:Desktop "4 f4°S wrk -t8 -CS500 -d30s sCript=test.lua LatencCy https:.//. DS T/ with ss)
Running 30s test @ https:// 3. .1 L /with_ssi
8 threads and 500 connections
Threod Stots Avg Stoev Max +/~ Stdev
Latency o .41ms 0.68ms 153.61ms 87.5%
Req/Sec 139.83 143.29 6290.00 83.44%
Latency Distribution
% 48 .29ms
75% 953.13ms
0% 58.15ms
9% /3.41ms
28031 reguests 1n 30.10s, 31.531M8 reod
Requests/sec. 931.31
fransfer/sec. 1 .00MS
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