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Calculating a Signature

To calculate a signature, you first need a string to sign. You then calculate a HMAC-sSHA256 hash of the
string to sign by using a signing key. The following diagram illustrates the process, including the various
components of the string that you create for signing

When Amazon S3 receives an authenticated request, it computes the signature and then compares it
with the signature that you provided in the request. For that reason, you must compute the signature by
using the same method that is used by Amazon S3. The process of putting a request in an agreed-upon
form for signing is called canonicalization.

1. Canonical Request

| -eeT-PuT|POST|.. )
HTTP Verb + “n" A UnEncode(<resowce>) )
Cononiosd -3 1>) + =" + ~ UiEncode{<valse>) + "8~ + | o
s mtm;o--om<”)0’&' Qw,pzm
Car Query w9+ 0| Uner VF ) * "=" + = UriEncode(<value>)
Canonical Headers +\n" . L case(<t T>) + == +Trm(<value>) + “n~
L case(<f 2>) « =" + Trm(<valse>) « " Sored by
: - reace MNaTe
Signed Headers + “in L case( ) + == « Trim(<value>) + "
‘-
2 L case(</e. 1T>)+ "+ L (« 2>) Sored by
Part-baba (<t ) b dmomcten ST e
2. StringToSign C SHA256Hash(<payicad™>) )
s
T To TR T Formet ISO8601._e g "20130524 70000002~ )
TimeStamp + “\n"
YYYY AWS
Scope + 0"+ .g. w‘w‘w w
e~ Hex(SHA. s » I
—
3. Signature
e ,
: DateKey HMAC -SHA2S56 (CAWSA4™ + "<S, A ¥ <yyyy ) :
' DateRegionKey = HMAC-SHA2S&8(DateKey. "<aws -region>" -
' DateRegionServiceKey = HMAC-SHA = “<aws-service>" '
: SegrengKey = HMAC-SHA2S8(T =l Y. “awsd_| ) :
L '
'
' '
sagrature - mm(suiw.s-mo?m] -
J

ngx_http_secure_link_module



PUT

PUT /nginx-for-test-do-not-remove/ExampleObject.txt HTTP/1.1

x-amz-content-sha256: 8a816cbbd9fPafebf8c5196c255b64c7cddec8eal2ad6c60abeb3b2edal193887
Authorization: AWS4-HMAC-SHA256 Credential=59E6DC72927457BDEBF36A56EE616B07/20180525/s3.cn-north-1.jcloudcs.com/s3/aws4_request,
SignedHeaders=content-length;host;x-amz-content-sha256;x-amz-date; x-amz-storage-class,
Signature=344197f7649dedd66facbcc8f5faf446880b8daf7ae2bc7f17d351dac91a9e80

x-amz-date: 20180525T083557Z

X-amz-storage-class: REDUCED_REDUNDANCY

Cache-Control: no-cache

Pragma: no-cache

User-Agent: Java/1.8.0_171

Host: s3.cn-north-1.jcloudcs.com

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

Connection: keep-alive

Content-Length: 857

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Nunc tortor metus, sagittis eget augue ut,
feugiat vehicula risus. Integer tortor mauris, vehicula nec mollis et, consectetur eget tortor. In ut
elit sagittis, ultrices est ut, iaculis turpis. In hac habitasse platea dictumst. Donec laoreet tellus
at auctor tempus. Praesent nec diam sed urna sollicitudin vehicula eget id est. Vivamus sed laoreet
lectus. Aliquam convallis condimentum risus, vitae porta justo venenatis vitae. Phasellus vitae nunc
varius, volutpat quam nec, mollis urna. Donec tempus, nisi vitae gravida facilisis, sapien sem malesuada
purus, id semper libero ipsum condimentum nulla. Suspendisse vel mi leo. Morbi pellentesque placerat congue.
Nunc sollicitudin nunc diam, nec hendrerit dui commodo sed. Duis dapibus commodo elit, id commodo erat
congue id. Aliquam erat volutpat.

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 25 May 2018 08:35:57 GMT

Content-Length: ©

Connection: close

X-jss-service: PUT.object

X-req-id: 8A894040124C8COA

ETag: "599bab3ed2c697f1d26842727561fd94"

Content-MD5: WZurPtLGl/HSaEJydwH91lA==

X-amz-request-id: 8A894040124C8COA



Multipart Upload

.455802970

10.12.220.124

101.124.18.144

52..

626 POST /slice/flv/rec101.flv?uploads HTTP/1.1

3760.513077440 101.124.18.144 10.12.220.124 HTTP/XML 567 HTTP/1.1 200 OK
10.. 3793.409138287 10.12.220.124 101.124.18.144 HTTP 186 PUT /slice/flv/rec101.flv?partNumber=1&uploadId=8F738ECB40CD3E27 HTTP/1.1
10.. 3793.446031036 101.124.18.144 10.12.220.124 HTTP 300 HTTP/1.1 200 OK
11.. 3801.078050316 10.12.220.124 101.124.18.144 HTTP 592 PUT /slice/flv/rec101.flv?partNumber=2&uploadId=8F738ECB40CD3E27 HTTP/1.1
11.. 3801.111930110 101.124.18.144 10.12.220.124 HTTP 300 HTTP/1.1 260 OK
11.. 3801.207843723 10.12.220.124 101.124.18.144 HTTP 334 POST /slice/flv/rec101.flv?uploadId=8F738ECB40CD3E27 HTTP/1.1
11.. 3801.304296928 101.124.18.144 10.12.220.124 HTTP/XML 650 HTTP/1.1 200 OK

Multipart Upload Init

POST /slice/flv/rec101.flv?uploads HTTP/1.1

User-Agent: lua-resty-http/0.12 (Lua) ngx_lua/10011
x-amz-date: 20180627T101427Z
Content-Length: ©
Host: s3.cn-north-1.jcloudcs.com

Authorization: AWS4-HMAC-SHA256 Credential=E2FADASE896159CE02F2574A20ABDF25/20180627/ap-southeast-1/s3/aws4_request, SignedHeaders=x-amz-

content-sha256; x-amz-date; x-amz-storage-class, Signature=40665faec240ef32ea9a030e49f810ffcaee9092d79f451f0db57ffbeled4b4b

X-amz-content-sha256:
x-amz-storage-class: REDUCED_REDUNDANCY

HTTP/1.1 200 OK
Server: nginx
Date: Wed, 27 Jun 2018 10:14:27 GMT

e3b0c44298fcic149afbf4c89961b92427ae41e4649b934ca495991b7852b855

Content-Type: text/xml;charset=UTF-8
Content-Length: 233

Connection: close

Vary: Accept-Encoding

x-req-id: A916CD35606451E6

X-jss-service: PUT.initiateMultipartUpload
x-amz-request-id: A916CD35606451E6

<?xml version="1.0" encoding="UTF-8"?><InitiateMultipartUploadResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/"><Bucket>slice</
Bucket><Key>flv/rec101.flv</Key><UploadId>8F738ECB40CD3E27</UploadId></InitiateMultipartUploadResult>



Multipart Upload part

PUT /slice/flv/rec101.flv?partNumber=1&uploadId=8F738ECB40CD3E27 HTTP/1.1

User-Agent: lua-resty-http/6.12 (Lua) ngx_lua/10011

X-amz-date: 201806277101427Z

Content-Length: 33554432

Host: s3.cn-north-1.jcloudcs.com

Authorization: AWS4-HMAC-SHA256 Credential=E2FADA9EB896159CEO2F2574A20ABDF25/20180627/ap-southeast-1/s3/aws4_request, SignedHeaders=x-
amz-content-sha256; x-amz-date;x-amz-storage-class, Signature=06b3ca284c96f8bf56a9d451d1a06248a66b4acdf7436c7c6fdefe20ae031623
X-amz-content-sha256: 14347ace7ecf085d3ab742392b7c848ae®abba7358c712765¢c75ac25878c223

x-amz-storage-class: REDUCED_REDUNDANCY

Bl e e e  PAOOOAN OB OO LOOOA00C
onMetaData...Server...jcloud-live/1.0.1. .width.@T........ height .@H........ displaywidth.@T.......
displayHeight.@H........ duration.......... framerate........... U590 000060600
videodatarate........... videocodecid.@®........
audiodatarate........... audiocodecid.@$........ Uil Hh e cocooconco00000c000000000000000000 1ETEL 0 coooa00000000000000000000000000 GO0
3 O FOED GO0 0 OG0 OGG OO0 OO0 e IO 2 (0 2 e EEY e ] &
S e a3 IEE Y e o ce e o e ooV coGe s oo concoac Znocdd boccle sococ il i bocoacoocasoac BB T S pcodrbeiloa S 2o coac
Wo ol 3oaooolfnadBaol Podl hosasaanaas ok o ooao o0 oon A2,
M I o000c A.3 oot b o<t o o ol VU LSGa b oBaac $ Rl eaoc M s e cone @6HS:....
\D.PU&A....d..> N-....... 1 L Y AOO080C r % T PO | [P By T..p.xA Saaac
Ao acoac Coal S oodbaccEbacaooooonc SelecsoRecVeDiaaso S oaalfoos ooaoc ol e G0 e co e coaac z.i....G..m.kHTTP/1.1 200 OK

Server: nginx

Date: Wed, 27 Jun 2018 10:15:00 GMT
Content-Length: ©

Connection: close

x-req-id: 9B7E4B6D93D4COB6
X-jss-service: PUT.objectPart

ETag: "7a72b784f62f96fd7c2803f0dalb13b9"
x-amz-request-id: 9B7E4B6D93D4COB6



Multipart Upload Complete

POST /slice/flv/rec101.flv?uploadId=8F738ECB40OCD3E27 HTTP/1.1

User-Agent: lua-resty-http/0.12 (Lua) ngx_lua/10011

X-amz-date: 20180627T101508Z

Content-Length: 280

Host: s3.cn-north-1.jcloudcs.com

Authorization: AWS4-HMAC-SHA256 Credential=E2FADASE896159CEO2F2574A20ABDF25/20180627/ap-southeast-1/s3/aws4_request, SignedHeaders=x-amz-
content-sha256; x-amz-date;x-amz-storage-class, Signature=23721dd8efceed9cal3cl1f32991e6e0b87f68573c28cdae7e735008290854c8e
X-amz-content-sha256: d99572326ca49402aeec83622dPadbeSecf6b2e15c6832d4d83d5aaeca7b860f

X-amz-storage-class: REDUCED_REDUNDANCY

<CompleteMultipartUpload>
<Part>
<ETag>"7a72b784f62f96fd7c2803f0dalb13b9"</ETag>
<PartNumber>1</Par tNumber>
</Part>
<Part>
<ETag>"97aa7b261638fe2cc9b408c82e64e99f"</ETag>
<PartNumber>2</Par tNumber>
</Part>
</CompleteMultipartUpload>HTTP/1.1 200 OK
Server: nginx
Date: Wed, 27 Jun 2018 10:15:08 GMT
Content-Type: text/xml;charset=UTF-8
Content-Length: 316
Connection: close
Vary: Accept-Encoding
X-req-id: 9FE21D15BCCE7FFD
X-jss-service: PUT.completeMultipartUpload
X-amz-request-id: 9FE21D15BCCE7FFD

<?xml version="1.0" encoding="UTF-8"?><CompleteMultipartUploadResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/"><Location>http://
slice.s3.cn-north-1.jcloudcs.com/flv/reci10l1.flv</Location><Bucket>slice</Bucket><Key>flv/reci101.flv</
Key><ETag>168b0288c9e618cfa6cbf2a4f48d67ef</ETag></CompleteMultipartUploadResult>

s3 : https://github.com/jie123108/lua-resty-s3



HLS : HTTP Live Streamingt/X

#EXTM3U

#EXT-X-VERSION:3
#EXT-X-TARGETDURATION:8
#EXT-X-MEDIA-SEQUENCE: 2680

REXTINF:7. 975,
https://priv. example. com/fileSequence2680. ts
REXTINF:7. 941,
https://priv. example. com/fileSequence268l. ts
REXTINF:7. 975,
https://priv. example. com/fileSequence2682. ts
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Redis:

Nginx: workerl worker?2 worker3

Llocal wo count = ngx.wo

local ds cer_1d = math.fmod(ngx.crc32_short(task_key), worker_count)
local task queue = string.format( , hostname, dst_worker_id)
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Redis cluster:;

Lml

https://github.com/cuiweixie/lua-resty-redis-cluster

https://github.com/steve0511/resty-redis-cluster
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