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—uh T, BB SSL fRS% : Certificates Load & OCSP stapling

1. — BB Z REEFER— SSLEH, MEFRE HTTPS iR%;

2. SRBIEPEBATIHZIRE HTTPS k%, BEXMNSE THER-B2EE #7E;
3. BAIA UPYUN 52/ HTTPS [RB{EH, RBRZ=HEHITREER,;

4. HTTPS BREBThEEEC B AR E, £/ 1~10 9%

Femmmsm-me-e----esss-s--sssssssssssssssssssssssssssssssssssssssssss=====---
1 1
: HTTPS FR%EA: 2RIA UPYUN 154 YRATAFF S B B H HTTPS RS, ZEIEE SRIN SSL iEB '
1
. "
1 1
1 1
' EEHS EHME T & ERARER B EEEHS 3 '
1 1
1 02af75eee15a0266d59a48d0f34e1a9d  www.sw.com STIEF=EZM&ER  2015-06-10 - 2015-07-10 o4 g iR EE 1
1 1
1
1 6128f9efa587cc20ab16ea69b1b0e5b6 www.sw.com HIZE=RMEEERH  2015-06-01 - 2015-07-01 ot S| S EHE :
1 1
: UPYUN AiA HTTPS iE$ 94 wm .
1
" "
1 1
1 1
1 ERBES '
1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
[} -

server {
listen 443 ssl;
server_name upyun.com;

ssl_certificate upyun.com.pem;
ssl_certificate_key upyun.com.key;

ssl_stapling on;

ssl_stapling_verify on;
ssl_trusted_certificate /etc/ssl/private/ca-certs.pem;
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| HTTPS MasfnsRa ML

« HTTP/2 (enhanced SPDY & HPACK & ZIRE )

« OCSP Stapling (Online Certificate Status Protocol)
« HSTS (HTTP Strict Transport Security)

« SSL Session ID B FSCIN

- IEPERETNINIENELZE | BalkhE

. Let's Encrypt & Symantec & GeoTrust & TN S




I OCSP Stapling
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Enable OCSP Stapling Average SSL Connection Time

Yes 0.176s

No 0.267s

{58 OCSP Stapling ATLATE SSLIBFMERTZ 90+ =70, MHEEIRHA T 34.08% £ A. 2155
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| DNsaER

i

HANKEBEIAFP AT DNS &Rl 710w ...

-tlmebug@harmless ~$ http http://img.huaban.com/test.mp4

' HTTP/l 1302 Moved Temporarily

:Connection: keep-alive

'Content-Length: 161

:Content- -Type: text/html

'Location: http://123.150.200.130/img.huaban.com/test mp4? up_sum=a/38dc& up_id=0f8b04a82480906a2a09bfda8d864c84& up_from=112.21.160.135
-Server: marco

LaE M #2250 (112.21.160.135 ) -> KiEEm EB(E (123.150.200.130)
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CDN S5 ERET?

1. Client requests 100 bytes, 2. NGINX retrieves enclosing
starting at offset 150 segments

GET range = 100-199

GET Range = 150-249

A
Cache slice: 100
GET range = 200-299
Clients
Cache
4. NGINX assembles response 3. Each segment is cached
from the cached segments separately

/cache/XYZ (slice for 100-199)
/cache/ABC (slice for 200-299)
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BRI A)ER

B FERSST GB RAIEST  WRIMESEE 1=K,
—HERFEFRI T RS B ZHEEE —aniles,
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Range IEXXIFARY |, RIEhkERTRIRFEIIZ,

IS IR E RS IS HERL , ST A RI REFE MERE B,
ERARH DNS JBEL , SEURRBhESE | X MRESINA,
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o KNP ERETR  BPANE 64KB (AIEENIEIRE N Mo E B0 RE
CDN WEfE— MR RIRFERTT , E—1MEFIARESD RERAEHE—HY URL 4R
1C , B RAENXLES FRIE URL IR TREISE 281D R1EKRIL
HTTP Range FEm( o1& FiRE, IR 1F .

o DEREFIINE . XETNEREZS N0 RS A ERECPU TN, , LAEE:
S ENElRES EFiRSEEESEEIE Fin MR 0,

DNS ZUIFAE : EFIHBTEAEIRN CON T, RS TE EfMA
302 BEEE | (FEFimEREIERREY CON A N EH,
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first byte time(ms)
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XJEE
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76
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0 upyun

1 III:I
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7 upyun(no slice) ||

264

180

53

147

0

2

1000

2000

WA - 248MB

WA RZEE . MP4
AtEMRFS : 0,2,1000,2000

st T 100 18 , £B—1
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| comsmscieso

1B —THPRE T (REF) @ 164 MB/s

2B _ATAPEE TR (BE%EF) - 398 MB/s

1
1 1
12017-02-28 12:03:15 (3.98 MB/s) - 'testmp4’ saved [2096821300/2096821300] !

3. %—fﬁﬁ}jﬁiﬁéﬁﬁ'f%%??xﬁﬂ 50% , B PRFP SN KTEE TR | AILIERIRIE 50% AV RS R
FECEFER FHURIRAIKE | X8 4 MB/s 26 |, 5 50% Y FE0ERERE9IRBEFHIREIRMNE] 2 MB/s
A, BEREFER T ﬁ?}afm BRERE - 3.01 MB/s

'testmp4 dY|[=====================> 1801.64M 427MB/s eta 4m52s '
R A R R
Itestmp4 /IOO%[:::::::::::::::::::::::::::::::::::::::::::::::::::::::>] 1956 221,\/]8/5 |n ,]‘ImSS I
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« JRuGSFF HTTP Range 153Kk Accept-Ranges: bytes,
« RuhZFF ETag Hi |, ETag AXHRE MDS sheesm 3 IFE—ERI= /8.
« JRESTIFIE chunked FZZURINE R,

NI FETERS




| WebP BiERmE AL

B R X/ 138.1K B/ K\ 385.4K
ER R~ 583 x328 B R R~ 583 x328 B/ R~ 583 x328 B R R~ 583 x328

WebP 2—MSZFTRIEEIBREEIINEE RS, BB BRREY , SdFAIpha ERBLAK 24-bit ERts
HAMF= , 1RIE Google RINIEL , TTHRIE4EFRAY WebP tb PNG X407 45% RISER/N |, BI{FIXLE PNG X4&Ed
HittE=45 T BE452 f5 , WebP EnT LU 28 % RIS/,
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| wm=a4E CON

http://io.upyun.com/2015/03/09/hello-world/?foo=bar

[scheme] [host] [path] [query]
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mredY CDN :

4

g S

$_METHOD $_SCH EME

$_HOST

$_HOST_n

$ GET name

$_POST_name

$_HEADER_name

$_COOKIE_name

$_RANDOM_n

$_QUERY

$_IP

$_SYM_sym

$_URI

$_RANDOM
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mFERY CDN : BREERD

$ENCODE_BASEG4(E)

$ALLCE1, E2, ...)D SUPPER(E)

$DECODE_BASE64(E)
$ANY(EL, E2, ...) $LOWER(E)

$WHEN(E1, E2, ..))

SUB(E1, f t
$SUB(CEL1, from, to) $PCALLCE) $SMATCH(E1, E2)

$GT(E1, E2) $ADD_REQ_HEADER(E1, E2)
$GE(E1, E2) $DEL_REQ_HEADER(E1)

$EQ(E1, E2) $ADD_RSP_HEADER(E1, E2)




| RHER - 2%

SEEAFRT | B0 SWHEN(EL, E2, ...)
FRFULBCAIMIK | %0 SMATCH(EL, E2)

SR/ , #Ia0 $ADD_REQ HEADER(EL, E2)
HEITE. FRRIRESE—LINEERRE , #a0 $MD5(E)
PRIEAESE |, 540 SLIMIT_RATE(EL, E2)




EREERR : BRIEHEX

test:

§$ wget 'http://httpdump.b@.upaiyun.com/limit?rate=30"

N imit?rate=30 100%[ >] 100.00K 50.8KB/s
iin 2.0s

52016—12—@7 17:56:05 (50.8 KB/s) - 'limit?rate=30' saved [102400/102400]

§$ wget 'http://httpdump.b@.upaiyun.com/limit?rate=2"

Nimit?rate=2 100%[ >] 100.00K 2.11KB/s
iin 4Qs

52016—12—07 17:56:48 (2.49 KB/s) - 'limit?rate=2' saved [102400/102400]
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ZHZNoHT - BENM®ERE

itoken script:

i<?php

:$etime = time() + 600; // X 10 S¥H/EiTHA

i$key = 'abc’; // token B HERH

i$path = '/test.ts"; // {HHERIRRIR

:$url = $path.'?key=".md5($key.$etime.$path).'&t=".$etime;
iecho $url;

7>

‘token url:

E/test .ts?key=68ddbe535557d6630a19 cebde@cb9252&t=1481106349

XIBT
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i "rule”: "SWHEN($MATCH($_URI, "ts$), SOR(SNOT($_GET_t),$NOT($_GET _key)))$EXIT(403)",
 "rule”; "$SWHEN($MATCH($_URL, ".ts$"), $GT($_TIME, $_GET_)) $EXIT(401)"

{ "rule”: "SWHEN(($MATCH($_URI, ".ts$), $NOT($EQ($MD5('abc'$_GET_t$_URI), SLOWER($_GET key)))) $EXIT(403)",
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B upyun_logo.png v Response Headers view source
Accept-Ranges: bytes
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Content-Length: 11672
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" Via: T.5202.M.1, V.403-zj-fud-200, S.mix-hz-fdi-163, T.10116
m 1 requests | 12.1KB transferred | Finish: 16ms | DOMContentLoaded: 24ms | Load: 23ms 5.H.1, V.mix-hz-fdi-170, T.3517.R M.ct 1na3-017

S EsEEEEEEEEEEEEEEEEEEEEEEEEES
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I UPYUN LOG Platform : HAProxy + Heka + Kafka + Elasticsearch + Kibana
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ALl

® slow (734334) @ size (724889) @ abnormal (66631) @ retry (892)
@ Missing field (0) Other values (0)

slow - Z£/RiEZ/\F- 50kb/s AUIEK,
size - RRAELERF AN Content-Length A~—2,
retry - = ~EEim 0 REL S 2D0—IK,

abnormal - XTIEIERLN |, XEHRE FIREREIRIER

Z\
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N AR SIS 22

GOOD STATUS 0 @ #n $ x BAD STATUS e @ #» P x

View » | @ Zoom Out | status:200 (5104589) @ status:304 (331691) @ status:404 (368) View » | @ Zoom Out | status:500 (0)  status:503 (7)  status:504 (172)
status:301 (0) status:302 (3) status:206 (1786) count per 30s | (5438437 hits) status:502 (0) count per 30s | (179 hits)
50000

40000
30000

20000

09:50:00 10:00:00 10:10:00 10:20:00 10:30:00 10:40:00 09:50:00 10:00:00 10:10:00 10:20:00 10:30:00 10:40:00

NOT GOOD STATUS 0O @ #H + x FORBIDDEN STATUS 0O @ B $ x
View » | @ Zoom Out | status:499 (3630) @ status:444 (280) @ status:416 (42) View » | @ Zoom Out | status:403 (4508) @ status:400 (1) @ status:405 (3) count per 30s
@ status:413 (3) count per 30s | (3955 hits) | (4512 hits)

100

75

50

25

09:50:00 10:00:00 10:20:00 10:30:00 10:40:00 09:50:00 10:00:00 ; 10:20:00 10:30:00 10:40:00
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| cutEm—rmEkEY=E

« Xx-request-id: ce4fc7/76afd2b74175695d239b67e3ed
« via: 1.2428.H.1, Vmix-gd-can-007, T.2415.R.1, M.cun-ha-cgo-005
« x-source: (/200
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nginx.conf asa
service ... .

@® Loz



nginx.conf service

server_name *.b@.updaiyun.com Custom Domain Binding
valid_referers, allow, deny Custom Antileech Rules and Redirect:
expires 7d Custom Cache Control:
ssl_certificate* ssl_stapling* Custom SSL
upstream { server 127.0.0.1 Custom CDN Origin:
max_fails=3 fail_timeout=30s Custom Health Check Strategy:
health_check (") ; passive, active

..........................................................................................................................................................

..........................................................................................................................................................



UPYUN CDN

Project Marco
(Nginx with ngx_lua)

Cache Server

4

Project Vista (Nginx with ngx_lua)

Cache Server

Project Shanks
(Nginx with ngx_lua)

1

Project Vista (Nginx with ngx_lua)

Cache Server

UPYUN API

Project Vivi/cdn

(Nginx with ngx_lua)

CUSTOM
SOURCE

Project Vivi/api
(Nginx with ngx_lua)

Project Kuzan (Nginx with ngx_lua)

UPYUN CDN & API

{

UPYUN FS

NGINX
ngx_lua



| Lua Upstream Dynamically:Configure Everything as JSON

{
{

"bucket:upblog™: [

"fail_timeout": 30,
"host": "192.168.11.1",
"max_fails": 3,
"port": 8080,
"weight": 1

"fail_timeout": 30,
"host": "192.168.11.2",
"max_fails": 3,
"port": 8080,
"weight": 2

"backup": true,

"fail_timeout": 30,
"host": "192.168.11.3",
"max_fails": 3,

"port": 8080,
"weight": 1
}
]
}
master

Project Vista (Nginx with ngx_lua)

Cache Server

Project Shanks
(Nginx with ngx_lua)

Project Vista (Nginx with ngx_lua)

Cache Server

Project Shanks
(Nginx with ngx_lua)
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