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Certificates Load & OCSP stapling
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server {
listen 443 ssl;
server_name upyun.com;

ssl_certificate upyun.com.pem;
ssl_certificate_key upyun.com.key;

ssl_stapling on;
ssl_stapling_verify on;
ssl_trusted_certificate /etc/ssl/private/ca-certs.pem;
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o HTTP/2
e OCSP Stapling

e HTTP Strict Transport Security (HSTS)
o SSL Session ID FJFfHZE D ML EF LI
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o Let's Encrypt & Symantec & GeoTrust & IHIK(S



OCSP Stapling

R 1T TE)

2016-02-04
2016-02-05
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2016-02-17

=O=hitps-UPYUN =O=hitps-UPYUN2

Enable OCSP Stapling Average SSL Connection Time

Yes 0.176s

No 0.267s

{£F OCSP Stapling PILAfE SSL #EFMER T2 90+ 2%, MHEERFT T 34.08% A H.
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CDN X% Ea%E

1. Qient requests 100 bytes, 2. NGINX rztrieves enclosing
start ng at offset 150 segments

GET range = 100-193

E GET Range = " 50-249

.
Cache slica: 100
GETrange = 200 299
Qricin
Clients
Cache
4. NGINX assembles response 3. Cach segmentis cached
from the cached seamenls sepaieley

/cache/DYZ (slice for 700-199)
/cacha!/ABC islice for 200-299)
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AT A5 S5

1. E—RPEETY (REF) © 1.64 MB/s

test.mp4 100%[ >] 1.95G 1.82MB/s in 20m 19s
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Etest.mp4 40%[ > 1 801.64M 4.27MB/s  eta 4m 52s
' test.mp4 62%[ > ] 1.23G 1.96MB/s eta 3m 22s
test.mp4 100%[ >] 1.95G 2.21MB/s in 11m 5s
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DNS 2 1E

REIPKRZR(EHIAF BT DNS Ec& e &Rl 7155560 ...

 timebug@harmless:~$ http http://img.huaban.com/test.mp4

EHTTP/l.l 302 Moved Temporarily

+ Connection: keep-alive

 Content-Length: 161

+Content-Type: text/html

 Location: http://123.150.200.130/1mg.huaban.com/test.mp4? :
E_up_sum=a738dc&_up_id=®F8b®4a82480906020®9bfd08d864c84&_up_From=112.21.160.135 ,
: Server: marco ;

iIAEM 25 (112.21.160.135) > K B{E (123.150.200.130)


http://img.huaban.com/test.mp4
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Host: uaviden.bO.upaiyan.com

‘i GET /3.mpa7key=68ddbe53555706620a19cebde@chI2528t=1481106349 HTTP/1.1
4

- MIOFTE 0 SWHENCSMATCHCS LRI, “.mpdS') /7 URL L%l .mpd &R

Sea - 1. SORCENOTCY _GET_o)  SKROT(I_GET _<eyv)))
$EXITC100) /7 @37 t = €% key TEFEME, SEE 400
VN - e = AW

2. $GT(S_TIME, $_GET_1))
$EXIT(401) // EHT RSN AMEAT S 1 NA. BEED A

Edge Server |40t M)

3. SNOT{SEQUSMOS("anc'S_GET_t$_UR1), $_GET_«ey)))
$EXIT(403) 7/ 3 abc fERSEREEANEIT Toxen 1+W, IR
S key A2 EHEEl 403

Soace (F§F)




http://io.upyun.com/2015/03/09/hello-world/?foo=bar

[scheme] [host] [path] [query]



0] ZmfE CDN

BN 1E:
o 2 1F 40 LXK E
o YIF 15 N EHET=

o BERZSMAEST=



NGINX Rewrite

e http://nginx.org/en/docs/http/ngx_http rewrite module.htm

Example:

server {

rewrite “(/download/.*)/media/(.*)\..*S S$.l/mp3/SZ.mp: last:;
rewrite “(/download/.x)/aadiof(.*)\..=*S Sl /mpi/SZ.ra last:;
return 403;

But f these directives are put inside the “/dowaload/” lOcation, the 1ast flag should be replaced by break, Or
ctherwise nginx will make 10 cyclas and return the 500 error:

lccaticn /download/ {
rewrite “(/download/.*)/media/(.*)\..*S $1/mp3/$2.mp: brezk;
rewrite “(/download/.*)/audio/(.*)\..*S $1/mp3/$§2.ra brezk;
return 4103;


http://nginx.org/en/docs/http/ngx_http_rewrite_module.html

e XEZEMND X

C  d btips console.upyun.cormyservicesMistscesh fady

A=Y Rawrlte ESi=

BT X iA= Rewrite DSL (Domain Specific Language! “TIW5. URLETE'S,

XA RS T . m

e Rewns] [l ]

FEEIRIZE:

Rawrite WL S5, ST P, o0z BT AREEIR L EFE RS 1T T curl 2500I5RL, T Rewrlte BEESF !

cur -H *X-Upyun-Rawrita- 2Praview: troe”™ bipsour-doreingdonachhiml -y

» |4r ra

AR WA= LSS Rawwrite {3

== Rewrite s URI 4=ETFR arezk - BEAT \

1 IWHFNEMATCHE _URL ATra... Adoal” - N + 4

T RERLNN3S Rewrite WK ? 5=% Rewrte AL 15 BH ‘ m

iRSS > INEERCE > S ZRkINEE > BE X Rewrite



A1 A

HEMN Rewrite

Rewrite 10 $WHEN(SMATCH(S_URI, 'A/add.”))$EXIT(200,
$ADD($_GET_a, $_GET_b))

URI $2BR1EM1



] 45FEHY CDN:

TREL ST /N
LT=E7

$ IP
$_METHOD $_SCH EME

$_HOST $_POST_name $_SYM_sym

$ HEADER_name

$ _COOKIE_name $_URI
$ GET name

$_QUERY

$_HOST_n

$_RANDOM_n $ RANDOM



3

2108 — \i%n
SZ EE |+ /Y
« $ GET _name - {£F Query String FYL & (FEE urldecode)

$ http http://httpdump.b@.upaiyun.com/echo_var?foo=bar
HTTP/1.1 200 OK

Connection: keep-alive

Content-Type: application/octet-stream

Date: Wed, 07 Dec 2016 06:44:58 GMT

Server: marco/0.20

Transfer-Encoding: chunked

Via: M.ctn-zj-1na2-005

X-Cache: Unknown from ctn-zj-1na2-005

X-Request-Id: 3ebc2760275f4a03c4294cfdaafeebdb
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PR ENER 7

$ENCODE_BASEG4(E)

$ALL(E1, E2,

$ANY(E1, E2, ..

)

_y SUPPER(E)

$DECODE_BASEG4(E)

$LOWER(CE)

$WHEN(ET, E2, ...)
$MATCH(E1, E2)

$SUB(E1, from, to) $PCALLCE)

$GT(E1, E2)
$GE(E1, E2)
$SEQ(E1, E2)

$ADD_
$DEL_
$ADD_

RSP

REQ_F
REQ_F
HEA

EA
EA

DE
DE

DE

R(EL, E2)
R(ED)
R(EL, E2)
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o FFRFEFFIMT, el SWHEN(E1, E2, ...)

o FTLECHIFIR, 20 SMATCH(E1, E2)

o 15 X/MINEX, el $SADD_REQ _HEADER(E1, E2)

o HEITE. FRIPREF—LEINEERKEY, #Ial SMD5(E)

o FRIEIEX, 520 $LIMIT_RATE(E1, E2)



A FE: [REBEx

Er'ule: $WHENCSMATCH(C$_URI, '"/1limit"))/$LIMIT_RATE_AFTER(20, k)
' $LIMIT_RATE($_GET_rate, k)/bytes/102400

§$ wget 'http://httpdump.b@.upaiyun.com/1imit?rate=30"

limit?rate=30 100%
I:=======================================================>:| 1@@ . @@K
;5@.8KB/S in 2.0s

52016—12—07 17:56:05 (50.8 KB/s) - 'limit?rate=30' saved [102400/102400]

§$ wget "http://httpdump.b@.upaiyun.com/limit?rate=2"

Timit?rate=2 100%
I:=======================================================>:| 1@@ . @OK
2.11KB/s in 40s

52016—12—67 17:56:48 (2.49 KB/s) - 'limit?rate=2' saved [102400/102400]


http://httpdump.b0.upaiyun.com/limit?rate=30
http://httpdump.b0.upaiyun.com/limit?rate=2

.............................................................................................................................................................................................................................

itoken script:

§<?php

$etime = time() + 600; // #iX 10 HH/FILH

§$key = 'abc'; // token BhBHEZEH

:$path = '/test.ts'; // XHHENERE

:$url = $path.'?key=".md5($key.$etime.$path). '&t=".%etime;
iecho $url;

itoken url:

;/test.ts?key=68ddbe535557d6630019cebde®cb9252&t=14811®6349



. "rule": "$WHENCSMATCH($_URI, '.ts$'),$ORCSNOT($_GET_t),$NOT($_GET_key)))
 $EXIT(403)",

1,
1

1,

{
. "rule": "$WHENC(SMATCH($_URI, ".ts$'),$NOT(SEQ($MD5('abc'$_GET_t$_URI),
| SLOWNER($_GET_key)))) $EXIT(403)",

"rule": "$WHENCSMATCH(S_URI, '".ts$'),$GT($_TIME, $_GET_t)) $EXIT(401)",
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......................................................................................................................................................................................................................

rule": "$WHENCSMATCH($_URI,’.jpgl.png$'))$ADD_RSP_HEADER(Vary,Accept)",

rule": "$WHEN($MATCH($_URI,'.jpgl.png$'),$MATCH($_HEADER_accept,'image/webp'))$_URI!webp",E
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H I ES LAY LM AT

access_log /path/to/access.log combined buffer=4096 flush=5s;

+ RoEA: BEXFENSESY)E] Lk

+ Logstash / Heka Agent: Input File =251 (tail -f)

+ NGINX 1.7.1+: Logging to syslog

+ BZAE? UAAT—EERERREIHENS?
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UPYUN LOG Platform:

HAProxy + Heka + Kafka + Elasticsearch + Kibana
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FER B S HE

ERROR MESSAGE TYPE 6 & & 4+ x

® c=low (734334) @ sz (T24880) @ obnormal 166821) @ rotry (562)
® Missing fald () © Othar valuas ()

+ show - R RZF/)\F 50kb/s FI1EK .

+ size - RNKRIZLENFTEF G Content-Length ~—24,

+ retry - RnERET RER T E2D—IR,

LM

B HERR R P RIS IR BIRIER 7

+ abnormal - R/ IEIEFEINN, X




GOOD STATUS

we | @ Zoom Ou |
status:301 (0)

50000

40000

30000

20000

10000

0

NOT GOOD STATUS

w? | @ Zoom Out |

i AR SRS 75 2=

o & & +

status:302 (3) status:206 (1 786) count per 30s | (5438437 hits)

S S —— =

09:50:00 10:00:00 10:10:00 10:20:00 10:EC:00 10:40:CC

0 T B

stotuc:400 [CE630) @ status:444 280 @ staua41€ (42)

@ status:113(3) count per 30s | (3955 hits)

\
)\
J

\ -
VAR WY ANW S L. W / LA~ A AN /‘/\/ MU NL, A D

status:200 5104539) @ staiusia04 (331697) @ status:404 (368)

D9:50e00 10:0C:00 10:10:00 10:2010) 10:30:100 10:40:00

BAD STATUS

ew?» | Q:

Out | stanus: 500 ()

6 & % + =

status:503 (/) satus:b04 172

status:502 () count per 30s | (179 hits)

09:50:00

FORBIDDEN STATUS

iew > | Q Z
| (4512 hits)
100

09:50:0C

it | otoue: 408 (4603

10:00:CC 10:1C:00 10:20:00 10:30:00

0O @ O &+ x

status:400 (1) @ stotus406 (3) count por 30s

10:00x0C 10210200 10:20:00 10:30:00 10:40:00




99.80 %

> 200
150 - 200
100 - 150
50 - 100

N o0-50

91.35 % < e ) 264.63 ke £ o

AL
HE:
PANiH
NEEy
Tl
LLi7:
W
HL:

FER
301.22 KB/s
328.29 KB/s
438.46 KB/s
211.24 KB/s
178.38 KB/s
332.34 KB/s
302.25 KB/s
279.87 KB/s
267.47 KB/s
242.51 KB/s

239.27 KB/s

1ER:

"M
TE:
LthZR:
gl
Gt #

aIEIRE

201.81 KB/s
185.25 KB/s
277.47 KB/s
277.66 KB/s
321.10 KB/s
197.83 KB/s
232.21 KB/s
353.83 KB/s
296.52 KB/s

252.75 KB/s

ThEE A

278.01 KB/s
313.28 KB/s
149.64 KB/s
292.81 KB/s
279.90 KB/s
264.62 KB/s
250.19 KB/s
245.39 KB/s
340.93 KB/s
160.58 KB/s



+ £=1& CDN z1Ek1gtn, R LR, REITE. &1,

+ T SMEERRNSUERT (D%, 5721, /MY, X) .
+ EFER. RkRBRIR. IksR2EW,
+ TR TopN, #HEL2SEREEEK,



A HEEE, #rIbATE
SN NERAMISELS,



—LEB BT EMIEKEKIRNTFER

+ Xx-request-id: cedfc/76afd2b74175695d239b67e3ed
+ via: 1.2428.H.1, V.mix-gd-can-007, 1.2415.R.1, M.cun-ha-cgo-005

+ x-source: C/200
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Froject Marco Project Marco

{(Nginx with ngx_lua) (Nginx with ngx_lua) {(Nginx with ngx_lua)
Cache Server Cache Server Cache Server
Preject Vista (Nginx with ngx_1.2) Preject Vista (Nginx with ngx_1.2)

Cacne Server

Project Marco

Cache Server

CLUSTOM Project Shanks
SOURCE (Nginx with ngx_lua)

i ] {

Project Vista (Nginx with ngx_lua)

Project Sheanks CLUSTOM
(Nginx with ngx_lua)] ’ SOURCE

Cache Serve:

Project Kuzan {Nginx with ngx_lua)

{

UPYUN FS

7= CDN 2844

180+ DB R, SPROZLANE . BNSEFERERS
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nginx.conf

server_name *.b@.updaiyun.com

valid_referers, allow, deny
expires 7d
ss|_certificate™ ssl_stapling”

upstream { server 127.0.0.1 }

max_fails=3 fail_timeout=30s
health_check (*)

round-robin, ip_hash, hash 1.7.2+)

rewrite

service

Custom Domain Binding

Custom Antileech Rules and Redirect:
ip, user-agent, referer, token etc.

Custom Cache Control:
support specific URI rules etc.

Custom SSL

Custom CDN Origin:

support multi-network routing etc.

Custom Health Check Strategy:
passive, active

Custom Load Balancing Strategy

Custom URL rewrite


http://b0.upaiyun.com

nginx.conf as a service

powered by ngx_Llua



UPYUN CDN UPYUN API

Praoject Marco
(Nginx with ngx_lua)

Project Vivi/cdn

(Nginx with ngx_luza)

Cache Server

4

Froject Vista {Nginx with ngx_ ua)

Cache Server

Project Shanks CUSTOM
(Nginx with ngx_lua) QURCE

4

Project Vista (Ngink with ngx_ ua)

Project Vivi/apl
(Nginx with ngx_lua)

Project Kuzan (Nginx with ngx_lua)

i

LPYUN FS

UPYUN CDN & API
NGINX vith ngx_lua



192.168.11.1:8080

192.168.11.2:8080 &

T ——

192.168.11.3:8080 &

upstream blog.upyun.com {
server 192.168.11.1:8080 weight=1 max_fails=10 fail_timeout=30s;
server 192.168.11.2:8080 weight=2 max_fails=10 fail_timeout=30s;

server 192.168.11.3:8080 weight=1 max_fails=10 fail_timeout=30s backup;

proxy_next_upstream error timeout http_500;
proxy_next_upstream_tries 2;



Lua Upstream Dynamical ly:
Configure Everything as JSON

"bucket:

upblog": [

"fail_timeout": 30,

"host": "192.168.11.

"max_fails": 3,
"port": 8080,
"weight": 1

"fail_timeout": 30,

"host": "192.168.11.

"max_fails": 3,
"port": 8080,
"weight": 2

"backup": true,
"fail_timeout": 30,

"host": "192.168.11.

"max_fails": 3,
"port": 8080,
"weight": 1

master

1"’

2"’

3"’

\AA{

Project Vista (Nginx with ngx_lua)

Cache Server

Project Shanks
(Nginx with ngx_lua)

Project Vista {Nginx with ngx lua)

Cache Server

Project Shanks
(Nginx with ngx_lua)

.........................................................

slave
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